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THONG TIN CHUNG

Smart OTP la gi?

Smart OTP (TCB OTP) la phan mém sinh ma Xéc thuc (OTP) duoc cai dat trén thiét bi
di dong nham phuc vu muc dich xac thyuc giao dich trén ing dung ngan hang dién tu
cua Techcombank (F@st Ebank).

Tén goi tng dung Smart OTP cia Techcombank la gi?

Tén goi ctia tng dung Smart OTP 1a TCB OTP.

Tai sao phai thay déi Token key sang ing dung Smart
OTP (TCB OTP) ?

Techcombank da thuc hién chuyén doi tuan thu theo Quyét dinh s6 630 / QB-NHNN,
hiéu lrc tir ngay 01/01/2019, vé viéc trién khai cac giai phap vé an toan bao mat trong
thanh toan truc tuyén va thanh toan thé ngan hang,yéu cau cac t6 chuc tin dung, chi
nhanh ngan hang nudc ngoai, to chirc cung tng dich vu trung gian thanh toan &p dung
cdng nghé xéc thuc mai trong thanh truc tuyén (Internet Banking, Mobile Banking);
thuc hién cac bién phéap giam thiéu rui ro thanh toén thé ngan hang. Theo Quyét dinh
nay, Token OTP loai co ban (thiét bi token key hién tai TCB dang cung cp) khong thé
ap dung duoc néu khéach hang thuc hiéngiao dich gia tri cao.

Ung dung Smart OTP nay cd nhirng wu diém vwot tri gi?

Uu diém vuot trdi cia wng dung Smart OTP

- An toan hon: Techcombank Smart OTP la giai phap c6 mirc 46 bao mat cao nhat
hién nay, dugc nghién ctru bai Techcombank két hop véi ddi tac bao mat hang dau trén
thé gioi, duoc cac ngan hang hang dau trén thé giéi sir dung va dugc nha nudc yéu cau
bit budc sir dung dbi véi céc giao dich tai chinh gid tri cao

- Thuan tién hon:

+ Khéng phai mang theo Token Key khi di du lich, cong tac nudc ngoai

+ Sir dung duoc ngay ca khi khong c6 song dién thoai, khdng can roaming khi di nuée
ngoai

- Tién ich hon:

+ Sir dung sinh trac hoc dé xac thuc giao dich

+ Tich hop cong nghé ma QR dé scan ma gio giao dich, ma OTP thay vi nhap tay

- On dinh hon: Khong anh huéng bai tudi tho cua thiét bi

- Kinh té hon: Mi&n phi hoan toan, khéng c6 thoi han

Tai sao n6i Smart OTP bao méat hon?

- Techcombank Smart OTP & giai phap c6 mire dd bao mat cao nhit hién nay, dugc
nghién ctru boi Techcombank két hop véi doi tac bao mat hang dau trén thé giéi.
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- Mike @9 bao mat ciia Smart OTP dwoc xép vao nhom cao nhat trong c4c giai
phap xac thuc giao dich truc tuyén hién nay, cao hon hian SMS OTP va Token
Key, dap wng yéu ciu biao mat cia mei loai giao dich truc tuyén, dic biét 1a cac
giao dich Tai chinh gié tri cao.

- Pay ciing la giai phap dwoc cac Ngan hang uy tin trén thé giéi ap dung

- Smart OTP bao mat hon thiét bi Token key cii vi:

+ C6 chtrc nang xéc thuc nguoi ding: dé ¢d thé lay ma OTP, ngudi ding phai nhap ma
ma khoa (PIN) 4 sb, hoic ding van tay. Trong khi, thiét bi Token key cii hién thi ma
OTP tu dong, 1 phat thay doi mot lan.

+ C6 chuire nang xac thuc giao dich: dua trén thdng tin giao dich, Smart OTP sé& cung
cAp mot ma OTP twong ng va chi ¢6 thé dung dé xac thuc chinh giao dich d6. Trong
khi thiét bi Token key cii, ma OTP ton tai trong vong 1 pht, do vay c6 thé sir dung voi
nhiéu giao dich.

THAO TAC PANG KY

Trwong hop téi dang ¢ nwdc ngoai thi co dang ky Smart
OTP dwgc khong?

- Néu quy khach dang ¢ nudc ngoai, khi ding ky Smart OTP quy khach s& can ding ky
dich vu Roaming véi s6 dién thoai da ding ky véi Techcombank dé nhan tin nhan
théng bao mé kich hoat Smart OTP.

- Sau khi diang ky thanh cong Smart OTP, quy khach c6 thé tién hanh xéc thuc giao
dich ma khong can nhan SMS qua séng vién théng.

Khéch hang khong sir dung dién thoai théng minh/ipad
thi co dang ky dwoc Smart OTP dwoc khong?

Khong. Dé str dung Smart OTP, dién thoai cua Khach hang phai duoc cai dat hé
diéu hanh Android 4.0 (v&i may Samsung, Oppo....) hoic 10S 9.0 (véi dién
thoai Iphone)

Khéch hang sir dung s6 dién thoai 1a s6 nwéc ngoai thi co
diing ky dwoc Smart OTP theo sé nay khong?

Khoéng. Hién tai hé thong khong hd tre ding ky str dung s dién thoai cua cac cong ty
vién thong nudc ngoai.

Khéch hang sir dung dién thoai 2 sim, c6 thé diing ky mdi
sb dién thoai cho 1 User dwoc ko?

Pugc. Khi Khach hang kich hoat Smart OTP cua User nao thi h¢ thong sé giri ma PIN
dén s6 dién thoai dwoc diing ky cho User d6

Khach hang dang ky ca User c4 nhan va User doanh
nghiép trén 1 s6 dién thoai dwoc khong?

Pugc. Khach hang cd thé dang ky User ca nhan va User doanh nghiép véi cung 1 s6
dién thoai.
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Khach hang lam & nhiéu cong ty, méi mét cong ty c6 1
user riéng, Khach hang co thé diang ky 1 sé dién thoai cho
nhiéu User dwoc khdng?

Puoc. Khach hang c6 thé diang ky ciing mdt s6 dién thoai cho nhiéu User khac
nhau.

TINH HUONG TRONG QUA TRINH SU DUNG

Toi phai lam gi khi quén m& mé khéa Smart OTP?

Khi qguén md ma khoa Smart OTP, quy khach 1lam theo cac budce nhu sau:
1. Xoa app Smart OTP trén dién thoai.
2. Lén CH Play store hoic Apple store dé cai lai Smart OTP méi.
3. Dang nhap FEB, sir dung tinh nang Kich hoat Smart OTP
4. Quy khach ding ky lai Smart OTP nhu lan dang ky dau tién (st dung
Registration code va PIN)

Toi phai 1am gi néu thay doi so dién thoai?

Quy khéch can téi quay dé duoc hd trg cap nhat sb dién thoai xac thuc Smart OTP

Toi chuyén qua dung dién thoai méi, ¢ can hiy ding ky
Smart OTP trén may cii?

Quy khach cd thé hity ding ky Smart OTP trén thiét bi cii, hodic ding ky lai Smart
OTP trén thiét bi méi, Smart OTP s& ty dong duoc vo hiéu trén thiét b cii.

Luu y, khi khong con sir dung thiét bi da ding ky Smart OTP, quy khéach nén tat tinh
nang nay trudc khi chuyén lai thiét bi cho nguoi khac

Toi phai lam gi khi bi mat dién thoai ding ky Smart OTP

VUi 1ong 1ap tic goi dén tong dai 1800 588 822 (mian phi) hoac 84-24-39446699 dé
thong bao va dugc hd trg tam khoa Smart OTP ngay lap tirc

M& mé khoa Smart OTP c6 quy dinh yéu cau déi sau mat
khoang thoi gian nhat dinh

Pé tang cuong tinh bao mat, chung toi khuyén khich quy khach hang dinh ky tién
hanh thay déi ma mé khoa Smart OTP

K& tir khi hé thong FEB hién thi Ma kich hoat Smart OTP
trén man hinh va ma PIN dwoc giri dén sé dién thoai cia
Khach hang, Khach hang can phai thuc hién céc thao tac
nhap ma kich hoat va d6i ma PIN méi trong vong bao
lau?

Dé hoan thanh kich hoat Smart OTP, Khéach hang can thyc hién 2 buéc sau:
Budéc 1 - Nhap Ma kich hoat: M4 kich hoat c6 gié trj trong vong 15 phat ké tir
thoi diém man hinh FEB hién thi M4 kich hoat dén thoi diém Quy khéch nhan chon
“Pong ¥’ trén man hinh tng dung Smart OTP.
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‘

L . QR Code va User ID
Ma kich hoat : 7473651209 7473651209

POI PIN

Quy khéch vui 1ong ghi nhé ma PIN nay dé
xéc thyc khi thue hién giao dich

Dinay

KH dang thuc hién giao dich

Tai man hinh Xac thuc giao dich (4nh bén dwéi), Khach
hang c6 bao nhiéu thai gian dé nhap Méa xac thuc dé xac
thuc giao dich?

K& tir ngay 02/03/2020 thi thoi han chd xac thuc s& ¢d hiéu lyc 1a 2 phdt.

Thoi han dugc tinh ké tir khi hién thi s6 Ma giao dich, thi trang théi thoi gian cho sé 1a
trong 2 phat.

Luu y: S6 tham chiéu trén man hinh tng dung Smart OTP twong duong véi M giao
dich trén F@st Ebank
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Vui iong nhé 5 Lo
Tén'truy cap BATEST03 ;I: :?' ‘

M3 xdc thuc

XN EEEI oo oo se nfineu e sau 00 phat 53 gidy

Techi:ombank han haih dupe gioi thigu thém mét trai nghigém xac thyre giao dich méd chio dich vy F@st
Ebank s Tuyén.

rémg din tai diy

30 gich hodc m3 FIN

wmigsesn | 20882602 “p; : :
: ) EI E - TAO MA XAC THUC GIAO BICH: -

:

8 Trén wng dung Smart OTP, M& OTP c6 hiéu luc trong OTP chi c6 hiéu lyc trong 30 gidy.
vong bao lau? Sau 30 gidy, ung dung s€ sinh ra M@ OTP mdi twong trng vai giao dich do.
9 Trén FEB, tai man hinh “Xac thuc giao dich”, néu KH Mbi lan nhap sai Ma OTP, hé thdng canh bao: “Ma xac thuc khong hop 1&. Luu y: Ma
nhap sai ma OTP thi hé théng thong bao 18i gi? xéc thue s& khong xac thuc duoc giao dich néu quy khach hang nhap sai M giao dich
hoac mé PIN trén tng dung Smart OTP”
10 | Khi mé App, hé théng hién thj théng bao ‘Thiét bi chwa | Thong bao dugc hién thi khi thiét b di dong ctia Khach hang chua thiét lap Mat ma

c6 Passcode, yéu cau cai dit Passcode dé tiép tuc sir dung’

(Passcode) may. Dé cai dat Passcode, Khéch hang thuc hién nhu sau:

Luwu y: Dé cai dat Passcode, KH thuc hién nhu sau:
[10S] Vao Cai dat -> Touch ID & Mat méd
[Android] Vae Cai dit -> Man hinh khéa
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